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BOIEE: MINEIR. WTEILE. FEHE. STEEK.

=, F—E: MEEHE (SOWIRIEENA)
2.1 WIEEEEE

# 1) ping MRS QFE. AP-HER£4ping, UES%H)
sshmcp -h prod-web-01 -u root -c "ping -c 4 backend-app-01"

# 2) traceroute HEHIBEE
sshmcp -h prod-web-01 -u root -c "traceroute -n -T -p 9000 backend-app-01"

# 3) telnet Wist)Gumm 1 (e D
sshmcp -h prod-web-01 -u root -c "telnet backend-app-01 9000"

# S EIAE nc
sshmcp -h prod-web-01 -u root -c "nc -zv backend-app-01 9000 -w 5"

# 4) MRS O (AL
sshmcp -h prod-web-01 -u root -c "for host in backend-app-01 backend-app-02 backend-app-03;
do echo -n \"\$host:9000 -> \"; timeout 3 bash -c \"</dev/tcp/\$host/9000\" 2>&1 && echo OK
| | echo FAIL; done"
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2.2 DNS fiZtrig &

# 1) Kot upstream A MRHT 7 IEH
sshmcp -h prod-web-01 -u root -c "nslookup backend.internal.com"
sshmcp -h prod-web-01 -u root -c "dig backend.internal.com +short"

# 2) &F /etc/hosts AT
sshmcp -h prod-web-01 -u root -c "cat /etc/hosts | grep -v '"A#' | grep -v 'A$""

# 3) Ki#&r systemd-resolved (Ubuntu/Debian)
sshmcp -h prod-web-01 -u root -c "systemd-resolve --status | head -30"

2.3 PpkiESREE

# 1) diptables #MNHE CHELEHFED
sshmcp -h prod-web-01 -u root -c "iptables -L -n -v | head -50"

# 2) KERS4E DROP/REJECT HMIdr
sshmcp -h prod-web-01 -u root -c "iptables -L -n -v | awk '"\$1 ~ /A[0-9]+$/ && \$2 > 1000
{print}"'"

# 3) firewalld XIEHIN (CentOS/RHEL 7+)
sshmcp -h prod-web-01 -u root -c "firewall-cmd --1ist-all"

# 4) BEIEIRER G
sshmcp -h prod-web-01 -u root -c "cat /proc/sys/net/netfilter/nf_conntrack_max"
sshmcp -h prod-web-01 -u root -c "cat /proc/sys/net/netfilter/nf_conntrack_count"

=, BIR: RRAERHE (FRiRmN)
3.1 CPU {#f=

# 1) SEWEHE CPU ik
sshmcp -h prod-web-01 -u root -c "top -bnl | head -20"

# 2) i cpu R
sshmcp -h prod-web-01 -u root -c "ps -eo pid,ppid,%cpu,%mem,cmd --sort=-%cpu | head -20"

# 3) ENL CPU HIMLRE (Java/PHP #4%)
sshmcp -h prod-web-01 -u root -c "top -H -p <PID>"

# 4) BEFERG T (Load Average)
sshmcp -h prod-web-01 -u root -c "uptime"
sshmcp -h prod-web-01 -u root -c "cat /proc/loadavg"

# 5) CPU LS %
sshmcp -h prod-web-01 -u root -c "nproc”
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3.2 AfFS Swap

# 1) AR

sshmcp -h prod-web-01 -u root -c "free -h"

# 2) WAFER (B cached/available)
sshmcp -h prod-web-01 -u root -c "cat /proc/meminfo"

# 3) RUIZNAF R kR
sshmcp -h prod-web-01 -u root -c "ps -eo pid,ppid,%mem,rss,cmd --sort=-%mem | head -20"

# 4) sSwap fEHHLR
sshmcp -h prod-web-01 -u root -c "swapon --show"
sshmcp -h prod-web-01 -u root -c "vmstat 1 5"

3.3 {2 1/0 558

# 1) R (502009 WX H & /I SCAHE R 5D
sshmcp -h prod-web-01 -u root -c "df -h"
sshmcp -h prod-web-01 -u root -c "df -i" # inode H/R&14:502

# 2) R
sshmcp -h prod-web-01 -u root -c "du -sh /* 2>/dev/null | sort -hr | head -20"

# 3) Wifit T/0 1ERE
sshmcp -h prod-web-01 -u root -c "jostat -xm 1 5"
sshmcp -h prod-web-01 -u root -c "iotop -b -n 3 -d 2"

# 4) RHEKE 1/0 Mk
sshmcp -h prod-web-01 -u root -c "ps aux | awk '\$4 > 50 {print}'"

3.4 XHRIRS &R

# 1) RGHAEH (502/BRERTFD
sshmcp -h prod-web-01 -u root -c "cat /proc/sys/fs/file-nr"
# fH v caoll/c A/ LR, #lin: 1024 5000 100000

# 2) FREEARE R
sshmcp -h prod-web-01 -u root -c "ls /proc/<PID>/fd | wc -1"

# 3) Nginx BEREAI%L
sshmcp -h prod-web-01 -u root -c "for pid in \$(pidof nginx); do echo \"nginx pid=\$pid
fds=\$(1s /proc/\$pid/fd 2>/dev/null | wc -1)\"; done"

# 4) TCP ERIRESIT
sshmcp -h prod-web-01 -u root -c "ss -s"
sshmcp -h prod-web-01 -u root -c "ss -tan | awk 'NR>1 {print \$1}' | sort | uniq -c | sort -

rn

# 5) FEAEKVE TIME_WAIT 38 CGEEATHNRE)
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sshmcp -h prod-web-01 -u root -c "ss -tan | grep -c TIME_WAIT"

# 6) Pikdk/ AEREING
sshmcp -h prod-web-01 -u root -c "ss -Int | head -20"
sshmcp -h prod-web-01 -u root -c "netstat -s | grep -i 'listen\|overflow\|drop""

M, 8=E: Web [RSEHE (Nginx &)
4.1 Nginx lRSBIKE

# 1) Nginx #HFESHA
sshmcp -h prod-web-01 -u root -c "ps aux | grep nginx | grep -v grep"
sshmcp -h prod-web-01 -u root -c "nginx -v"
# 2) UL B R

sshmcp -h prod-web-01 -u root -c "nginx -t

# 3) HEERESRS
sshmcp -h prod-web-01 -u root -c "ss -tan | grep ':80\\|:443"' | wc -1"

# 4) Nginx HiF[f) stub_status (FAEFAACE)
sshmcp -h prod-web-01 -u root -c "curl -s http://127.0.0.1/nginx_status"
# 1% Active connections. Reading/Writing #&

4.2 Nginx $5ixB7E (E{L 502 WEH)

# 1) SEREREREE R H &
sshmcp -h prod-web-01 -u root -c "tail -f /var/log/nginx/error.log"

# 2) iyE 502 FHREE R
sshmcp -h prod-web-01 -u root -c "grep -i '502\\|connect() failed\\|upstream timed out\\|no
1ive upstreams' /var/log/nginx/error.log | tail -50"

# 3) 4% upstream Kk
sshmcp -h prod-web-01 -u root -c "grep 'connect() failed' /var/log/nginx/error.log | awk -
F'peer:' "{print \$2}' | awk '{print \$1}' | sort | uniq -c | sort -rn"

# 4) Gtk SRR R IR
sshmcp -h prod-web-01 -u root -c "awk '\$9 ~ /50[0-9]1/ {print \$9}'
/var/log/nginx/access.log | sort | uniq -c | sort -rn"

# 5) AE R
sshmcp -h prod-web-01 -u root -c "grep -i 'upstream timed out' /var/log/nginx/error.log |
tail -20"
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4.3 XERETNE (RESIKINAY)

# &FE nginx.conf K ENVIEE

sshmcp -h prod-web-01 -u root -c "cat /etc/nginx/nginx.conf"
sshmcp -h prod-web-01 -u root -c "cat /etc/nginx/conf.d/*.conf"
sshmcp -h prod-web-01 -u root -c "cat /etc/nginx/vhost/*.conf"

IIr
3

AL TE4:

- proxy_pass http://upstream_name;

- upstream backend { server 127.0.0.1:9000; keepalive 1024; }
- proxy_connect_timeout 60s;

;
t

proxy_send_timeout 60s;

- proxy_read_timeout 60s;

- proxy_buffer_size / proxy_buffers

- proxy_next_upstream error timeout http_502 http_503 http_504;
- proxy_next_upstream_tries 3;

H OH OH OH OH O O W R
I

4.4 upstream #EBIRS

# 1) i@ Nginx Plus @ Tengine &%& upstream IR#&
sshmcp -h prod-web-01 -u root -c "curl -s http://127.0.0.1/upstream_check"

# 2) HE g AN E R
sshmcp -h prod-web-01 -u root -c "grep -A 10 'check' /etc/nginx/conf.d/upstream.conf"

# 3) ImEFFEhGAE upstream i A

sshmcp -h prod-web-01 -u root -c "for ip in 10.0.1.11 10.0.1.12 10.0.1.13; do echo -n
\"\$ip:9000 -> \"; curl -s -o /dev/null -w '"%{http_code} %{time_total}s\\n' --max-time 5
http://\$ip:9000/health; done"

h. FNE: RisMAEHE
5.1 PHP-FPM (&REWAY 502 j&Ek)

# 1) PHP-FPM HEFLIRZS

sshmcp -h prod-web-01 -u root -c "ps aux | grep php-fpm | grep -v grep | wc -1"

sshmcp -h prod-web-01 -u root -c "ps -eo pid,ppid,%cpu,%mem,cmd --sort=-%cpu | grep php-fpm
| head -10"

# 2) PHP-FPM #izHE (REENEEED

sshmcp -h prod-web-01 -u root -c "tail -100 /var/log/php-fpm/error.log"

sshmcp -h prod-web-01 -u root -c "tail -100 /var/log/php7.4-fpm.Tog"

sshmcp -h prod-web-01 -u root -c "grep -i 'error\\|warning\\|fatal\\|segfault' /var/log/php-
fpm/error.log | tail -30"

# 3) PHP-FPM 12 H&E (HWFLERFMET)
sshmcp -h prod-web-01 -u root -c "cat /var/log/php-fpm/www-slow.log 2>/dev/null | tail -50"

# 4) PHP-FPM ARG CGREETERR)
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sshmcp -h prod-web-01 -u root -c "curl -s http://127.0.0.1:9000/fpm-status?full"”
sshmcp -h prod-web-01 -u root -c "curl -s http://127.0.0.1:9000/fpm-status?json"
# OO

# - active processes (FEKHFFEED

# - idle processes (FHBFEED

# - listen queue (EWrBAZI, >0 FRCHRA)

# - max active processes (W&{HIEIRHED

# - max children reached GAZ| LEIR%% > 0 ] pm.max_children /)

# 5) PHP-FPM JCHEfC BT
sshmcp -h prod-web-01 -u root -c "cat /etc/php-fpm.d/www.conf | grep -E
"pm\\s*=|pm.max_children|pm.start_servers|pm.min_spare_servers|pm.max_spare_servers|pm.max_r

equests|request_terminate_timeout|listen

# 6) WIr socket it

sshmcp -h prod-web-01 -u root -c "ss -Intp | grep php-fpm"

sshmcp -h prod-web-01 -u root -c "1s -1la /run/php-fpm/ 2>/dev/null"
sshmcp -h prod-web-01 -u root -c "l1s -la /tmp/php-fpm.sock 2>/dev/null"

# 7) BAHEE PHP-FPM & E{EIBAT
sshmcp -h prod-web-01 -u root -c "systemctl status php-fpm"
sshmcp -h prod-web-01 -u root -c "systemctl status php7.4-fpm"

5.2 Tomcat / Java RF3

# 1) IvMm HENFEH
sshmcp -h prod-app-01 -u root -c "jstat -gc <PID> 1000 5"

# 2) ZFRIRE
sshmcp -h prod-app-01 -u root -c "jstack <PID> | grep -A 2 'BLOCKED\\|WAITING' | head -50"

# 3) i cpu m Java R

sshmcp -h prod-app-01 -u root -c "top -H -p <PID>"

# REBLFE PID ¥4 16 ik

sshmcp -h prod-app-01 -u root -c "printf '%x\\n' <ZfPID>"

# & jstack #ithH# R %A k]

sshmcp -h prod-app-01 -u root -c "jstack <PID> | grep -A 30 'nid=0x<7Stdl>""

# 4) Tomcat H&

sshmcp -h prod-app-01 -u root -c "tail -200 /opt/tomcat/logs/catalina.out"

sshmcp -h prod-app-01 -u root -c "grep -i 'exception\\|error' /opt/tomcat/logs/catalina.out
| tail -30"

# 5) GC T
sshmcp -h prod-app-01 -u root -c "jstat -gcutil <PID> 1000 5"
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5.3 Python (Gunicorn / uWSGl)

# 1) Gunicorn #fE

sshmcp -h prod-app-01 -u root -c "ps aux |
# 2) Gunicorn HE
sshmcp -h prod-app-01 -u root -c "grep -E
/etc/gunicorn/gunicorn.conf.py"
# 3) UWSGI &7
sshmcp -h prod-app-01 -u root -c "ps aux |
sshmcp -h prod-app-01 -u root -c

5.4 Node.js MF
# 1) Node HtfE5WAF
sshmcp -h prod-app-01 -u root -c "ps aux |
# 2) WAAMEHEE
sshmcp -h prod-app-01 -u root -c
# S5 Chrome DevTools E#
# 3) pPM2 #EREAIE
sshmcp -h prod-app-01 -u root -c "pm2 Tist"
sshmcp -h prod-app-01 -u root -c

7~ BhE: HiEEEHIE

HIERFISEIR/IERSFERZ 502 BIRRZHET.

# 1) MysQL EHH

sshmcp -h prod-db-01 -u root -c "mysql -e
sshmcp -h prod-db-01 -u root -c "mysql -e
sshmcp -h prod-db-01 -u root -c "mysql -e
# 2) 1B

sshmcp -h prod-db-01 -u root -c "mysql -e
sshmcp -h prod-db-01 -u root -c

# 3) HHIBIELT

sshmcp -h prod-db-01 -u root -c "mysql -e
sshmcp -h prod-db-01 -u root -c "mysql -e

information_schema.INNODB_LOCK_WAITS;"'"

# 4) Redis #E#HEm4

sshmcp -h prod-db-01 -u root -c "redis-cli
sshmcp -h prod-db-01 -u root -c "redis-cli
sshmcp -h prod-db-01 -u root -c "redis-cli

# 5) M&EHET] DB

'show status Tike \"Threads_connected\";
'show variables 1ike \"max_connections\";"'"
'show processlist;'

'show global status Tike \"STow_queries\";

'SELECT *
'SELECT *

grep gunicorn | grep -v grep"

'workers|timeout|keepalive'

grep uwsgi | grep -v grep"

"tail -100 /var/Tog/uwsgi/app.Tlog"

grep node | grep -v grep"

"node --inspect=0.0.0.0:9229 server.js"

"pm2 Togs --Tines 200"

| we -1"

"tail -100 /var/log/mysql/sTow.log"

FROM information_schema.INNODB_TRX;'"
FROM

info clients"
slowlog get 20"
config get maxclients"
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sshmcp -h prod-web-01 -u root -c "nc -zv prod-db-01 3306 -w 3"

€. BE: EERGSHARS (RHRHE)

# 1) RO NEREH

sshmcp -h prod-web-01 -u root -c "cat /proc/sys/net/core/somaxconn"
# ERIA 128, Nginx @&if R »SAEK

# 2) i G
sshmcp -h prod-web-01 -u root -c "cat /proc/sys/net/ipv4/ip_local_port_range"

# 3) TCP #IBH
sshmcp -h prod-web-01 -u root -c "sysctl -a | grep -E
"tcp_tw_reuse|tcp_tw_recycle|tcp_fin_timeout|tcp_max_syn_backlog]|tcp_keepalive_time

v

# 4) SUNEEWLE TP fEiEH: (WIGHE AR
sshmcp -h prod-web-01 -u root -c "ss -tan | awk 'NR>1 {print \$5}' | cut -d: -fl | sort |
uniq -c | sort -rn | head -20"

# 5) HEERIRSVEA A
sshmcp -h prod-web-01 -u root -c "ss -tan | awk 'NR>1 {print \$1}' | sort | uniq -c"
# ESTABLISHED if k. CLOSE_WAIT it£. TIME_WAIT #KE, #iZE4

# 6) NxEQLIT

sshmcp -h prod-web-01 -u root -c "netstat -s | grep -E 'listen queue|overflow|drop|pruned"'"

\. BtE: BEREDH (EEERR)
8.1 SCATHMENKHESHIR

# 1) SERERETAMRHE OF2ANE D
sshmcp -h prod-web-01 -u root -c "tail -F /var/log/nginx/error.log /var/Tog/php-
fpm/error.log"

# 2) SimbidyE 502 iR
sshmcp -h prod-web-01 -u root -c "tail -F /var/log/nginx/error.log | grep --line-buffered -E

v

'502 |upstream|connect

# 3) HHfAE 502 [HEAL URL
sshmcp -h prod-web-01 -u root -c

awk '\$9==502 {print \$7}' /var/log/nginx/access.log |
sort | uniq -c | sort -rn | head -20"

# 4) ik 502 R b IP
sshmcp -h prod-web-01 -u root -c "awk '\$9==502 {print \$1}' /var/log/nginx/access.log |
sort | uniq -c | sort -rn | head -20"
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8.2 HERTEBEIE

# 1) HRES GRS R S HFE 502 1))
sshmcp -h prod-web-01 -u root -c "awk '\$9==502 {print \$4}' /var/log/nginx/access.log | cut
-d: -f1,2 | uniq -c"

# 2) FRHBFER PR AR e 40 5 5 i)

sshmcp -h prod-web-01 -u root -c "awk '\$NF > 5 {print \$NF, \$7}' /var/Tog/nginx/access.log
| sort -rn | head -20"

# 7. FEA Tog_format FfN $request_time

# 3) WaHESI LA

sshmcp -h prod-web-01 -u root -c "goaccess -f /var/log/nginx/access.log -o /tmp/report.html
--Tog-format=COMBINED"

h. NRLETE (RRRIEE, FiiA)

TR RN, BHATRENT!
9.1 ERMES (EKEIMERR)

# 1) MIMEEH Nginx CAHWRERD
sshmcp -h prod-web-01 -u root -c "nginx -s reload"

# 2) )i PHP-FPM (SWiIFBLAER)
sshmcp -h prod-web-01 -u root -c "systemct]l restart php-fpm"

# 3) #EJ5 Nginx
sshmcp -h prod-web-01 -u root -c "systemctl restart nginx"

9.2 A ERREHE

# 1) RSUHEHWA CeiAReD
sshmcp -h prod-web-01 -u root -c "find /var/log/nginx -name '*.gz' -mtime +7 -delete"
sshmcp -h prod-web-01 -u root -c "journalctl --vacuum-time=3d"

# 2) & PHP-FPM 18 H &
sshmcp -h prod-web-01 -u root -c "> /var/log/php-fpm/www-slow.log"

# 3) IGEY K PHP-FPM FiEFEEL (R
sshmcp -h prod-web-01 -u root -c "sed -i 's/pm.max_children = .*/pm.max_children = 200/"'
/etc/php-fpm.d/www.conf && systemctl reload php-fpm"
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9.3 IIGAHEEREET =

# 1) fE upstream HyEREMfET A
sshmcp -h prod-web-01 -u root -c "sed -i 's/A server 10.0.1.13/# server 10.0.1.13 # Ifuft
T4/' /etc/nginx/conf.d/backend.conf && nginx -s reload"

# 2) it iptables IuWFPHMT CIEAD
sshmcp -h prod-web-01 -u root -c "iptables -I INPUT -s 10.0.1.13 -j DROP"

+. Il 502 {Ei=VIEBE

HHIRXEF (error.log) RARE BRAE

connect() failed (111: Connection [EimiRSS R B6h / iwH . .
i e == R = v

refused) B

connect() failed (113: No route to host) =Y St ERHXTE / Tl

upstream timed out (110: Connection timed

[RIRTBAINE / WESIERE AR / SR

out)
no live upstreams upstream £2B down KMERERER

&8 fastcgi_pass /
while connecting to upstream Socket FRIZEEIR e El-P

proxy_pass
recv() failed (104: Connection reset by N e
beer) [EimETF KMEGimRHTE / OOM

U2 R Sl N 5

upstream prematurely closed connection I{z IR B PHP HmpigiR / ERIEIR
504 Gateway Time-out fRimb IR ft4% SQL / #&h0 worker

+—. FpsitisiE (GRIUSHERED)

# 1) Nginx JR&ET + i (zabbix/prometheus)
sshmcp -h prod-web-01 -u root -c "cat /etc/nginx/conf.d/status.conf"
# location /nginx_status { stub_status on; access_log off; allow 127.0.0.1; deny all; }

# 2) PHP-FPM IRZAT
sshmcp -h prod-web-01 -u root -c "cat /etc/php-fpm.d/www.conf | grep pm.status_path"

3) MEFEERME

- Nginx active connections > 80% worker_connections
- Tisten queue > 10 #%: 1 40%h

Tisten queue Ten overflow > 0

- PHP-FPM active processes = max_children ##%: 30s
502 #5IRE > 0.5% Frs: 1 %h

HOH OH OH B W
I
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# - TCP TIME_WAIT > 30000
# - HASAEHZE > 85%
# - inode ffiffI*% > 85%

T=. HIEHEE (RichR)

| HP s 502 B S
T

l

I
| @ S57;8hAN: BMIVIE 2 520 4k 5 5y 2
| - curl -I http://domain |
| - FWE 502 HRRER I
|

T

l

@ nginx error.log & (LOFELD |
- connect refused - JguiH: T |
- timed out -~ J5uiiig |
- no Tive upstreams - 4:Ff |

!

[

| ® BGUEJE 57 i |
| - telnet/nc JGii IP:uiM |
| - BHEAEAE? HES LIRE? |

L

!

® RAFIR? EHE? AW |
- top / free / df / ss -s / file-nr |

l

| o Bhoja, Baubm - WREST - AABE |

iz EHFEHIEIRES

Ie A& 7

ss / netstat W& B%

iproute2 IS TS yum install iproute
htop 1458 top yum install htop

glances SHEMEEE pip install glances
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I8 RBig 22

iotop Wi 1/0 yum
tcpdump ME s yum
strace IREFHTERFAF yum
1sof /P EIHR yum
goaccess HETL yum
perf HERERIMT yum

=ERE: 502 ARE [LEATA] | SERREE. FAERZA), &g (ERAT. K&

B) , FREFTHARERE,

install

install

install

install

install

install

iotop

tcpdump

strace

1sof

goaccess

perf
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